DEVIL
BEHIND THE
BEAUTY
Are the users even real?

CASE
STUDY

The Digital Demons: Who's lurking behind the
eCommerce app installs?
The eCommerce market in the MENA region is at
an all-time high. Triggered by the pandemic and
subsequent lockdowns, businesses and
consumers have seamlessly adopted digital
channels as a means of communication and
need-based shopping. The eCommerce market
in the region is well above US$9 billion as of
2022.
Mobile advertising is one of the widely
adopted channels in the MENA
region and studies have estimated
that 42% of revenues will come
from digital ads by 2024. Clearly,
there's a huge potential for
businesses to ride the wave of
digital success, and this huge
market makes it the perfect
playground for fraudsters to eat into
the marketing budgets.
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Online ad fraud has risen by 46% in the MENA
region since the beginning of the pandemic. This
clearly highlights a potent challenge that brands
have been reeling under. Brands have a large
pool of budgets allocated towards digital
spending and it becomes imperative for the
marketers to ensure that every dollar spent yields
returns by maximizing‘real’ engagement.
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Market Overview
Smartphone Usage
With some of the world's highest smartphone
usage rates, the tech-savvy MENA consumers
are increasingly using mobile apps to order
beauty & personal care products.

Inﬂuencer Marketing
Adoption of inﬂuencer marketing is on the rise.
Both local and international beauty companies
are looking at inﬂuencers to increase their brand
awareness and reach potential consumers.

Climate
Rough climatic conditions, poor water quality,
and increased focus on personal wellbeing are
factors driving the need for increasingly
sophisticated beauty and personal care routines.

Availability
Convenience, availability of multiple brands, and
discounts offered by online retailers have further
fueled online sales.

Skewness in app installation data v/s customer
acquisition data led to further detailed investigation of
a renowned Beauty & Personal care ecommerce Platform
While assessing the app installation campaign data for one of the leading beauty &
personal care eCommerce platform in the MENA region, striking revelations were bought
to light that is not only skewing the data but is a potential cause of worry for the brand. The
campaign data were marred with fraudulent activities causing the installation numbers
to go up without any real human interacting or downloading the application.

6 out of 8 publishers were responsible for
Fake App Installations
Only 31% of app installations were organic; real users downloading the application and
interacting with the app. Within this, only 14% were valid events from users, signaling a
major concern for the brand's ROAS. The fraudsters, masquerading behind the digital
screens, create massive 'farms' of devices that leverage the ad network to fake numerous
installations and receive their share of payouts from the advertiser.
By resetting the device IDs, these scammers bypass the ﬁngerprint detection and give
the appearance that each install has taken place from a new mobile phone.
Fake installs introduce misleading data in the marketing funnel causing signiﬁcant
problems for the brands and advertisers.
Such installs also register users who have gone inactive post the app installation. If these
installs are attributed and not identiﬁed as fake installs, it will start damaging metrics
such as retention rates and cause rippling effects by dragging down other major metrics
across the entire funnel.
Such installs also inﬂate the click-to-install conversion rates, making certain channels
appear more valuable than they truly are.
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DRAINED AD BUDGETS

Ad fraud drains ad budgets rapidly causing a
major hindrance to the marketing efforts. The
more ad budgets are wasted on fake
installations and conversions, the less overall
budget there is to spend on marketing efforts.

LACK OF KNOWLEDGE
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Limited to no knowledge about the processes and
tools required to combat ad f raud gives the
fraudsters an edge over marketers to further exploit
the ecosystem and pocket the hard earned money
and goodwill.

BRAND SAFETY & REPUTATION
Ad fraud can cost the brand it's reputation and
goodwill which has been built over the years. A
fake app can cost the user their personal
information open for exploitation, thus
decreasing the trust between the brand and the
user.
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SKEWED DATA
Data is everything. Examining large data sets require
time, energy and resources. Companies then use this
data to make business decision. Any skewness in the
data due to ad fraud may topple the end decision,
hampering a brand's marketing efforts.

How mFilterIt helps
build impeccable digital presence?
Using proprietary machine learning based solutions, mFilterIt deterministically validates
the digital engagement ﬁne tuning the return on digital spends within a brand safe
environment.
Trusted by leading advertisers globally, mFilterIt's digital fraud prevention and brand
protection services are helping marketers to create true engagements within a
trustworthy brand environment.
Acting as the digital police on behalf of a brand, mFilterIt identiﬁes and reports BOT
driven frauds hampering the digital advertising performance along with issues adversely
impacting the brand reputation and trust.
Walking an extra mile, mFilterIt makes the reporting actionable, through take-down and
de-indexing support helping the brands not only with identiﬁcation but also with
conclusive resolution.

To learn more about Brand protection and safety services of
mFilterIt, engage today to connect with our brand experts. Write to
us on contact@mﬁlterit.com
To know more about mFilterIt, please visitwww.mﬁlterit.com

mFilterIt is a new age company that caters to protecting digital integrity across
platforms.
We believe in the power deep tech and data science to create transformational
growth in our customers.
Today we work with more than 500 clients across 15 countries in the globe.
mFilterIt provides a variety of innovative and comprehensive IT solutions. We deliver
quality services in the most efﬁcient way, and our experts will work collaboratively
with you to customize our offerings to your particular needs. Book a meeting with
one of our consultants to hear more about how we can assist your operation.

CONTACT US
/@mﬁlterit

